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O QUE E UM CTF?
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O QUE E UM CTF?

e E uma competicdo de Ciber-Seguranca.
e Podem durar entre horas a varios dias.

* Atraem estudantes, entusiastas ou mesmo
profissionais.

 Pontos sao atribuidos com base em Flag{Thls 1s 4 FIAG}
submissoes de flags. — "
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TIPOS DE CTF

* Jeopardy

e Attack & Defense

e King of the Hill
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QUAL O PROPOSITO DE UM CTF?

 Ferramenta para treino.
 Team building e Soft Skills.

 Entender vulnerabilidades e respetivas
correcoes.
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PLATADORMAS DE CTF CONHECIDAS

picoCTF (https://www.picoctf.org)

Hack This site (https://www.hackthissite.org)
HackTheBox (https://www.hackthebox.eu)
VulnHub (https://www.vulnhub.com)
TryHackMe (https://tryhackme.com)
HackerOne (https://ctf.hacker101.com)
Entre outros...
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https://www.picoctf.org/
https://www.hackthissite.org/
https://www.hackthebox.eu/
https://www.vulnhub.com/
https://tryhackme.com/
https://ctf.hacker101.com/

INFORMACOES SOBRE CTFS

 Resultados de competicoes

* Informacdes sobre competicdes a nivel mundial
* (Calendarios e proximos eventos

* Resolucoes de exercicios de CTF anteriores

* Acessivel em https://ctftime.org/

CTF RITIME
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https://ctftime.org/
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COMO CRIAR UM CTF?
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COMO COMECAR?

* Participar frequentemente em desafios de CTF

* Ler Write-ups de exercicios e entender as
vulnerabilidades

 Comecar a criar exercicios!

* Usar frameworks para criar um CTF com os
exercicios criados
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FERRAMENTAS

Treino
* OWASP Juice ShOp (https://owasp.org/www-project-juice-shop)

« Damn Vulnerable Web Application (DVWA) (https://dvwa.co.uk)

* pPIicOCTF (https://github.com/picoCTF/picoCTF)

o DVWA )
picoCTF “ L /
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https://owasp.org/www-project-juice-shop
https://dvwa.co.uk/
https://github.com/picoCTF/picoCTF

FERRAMENTAS

Criacao de CTFs
e Facebook’s CTF Framework (https://github.com/facebookarchive/fbctf)

* plCOCTF (https://github.com/picoCTF/picoCTF)

* SecGen (https://github.com/cliffe/SecGen)
e CTFd (https://ctfd.io)

» CTFe>

picoCTF
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https://github.com/facebookarchive/fbctf
https://github.com/picoCTF/picoCTF
https://github.com/cliffe/SecGen
https://ctfd.io/

CUIDADOS A TER

* Regras especificas em ambientes Cloud

e Evitar colocar sistemas vulneraveis
expostos a internet

* Definir sempre o contexto e as regras
especificas do CTF.
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EXEMPLOS DE EXERCICIOS
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EXERCICIOS

 Nahamcon2021 — ChickenWings (Cryptography)

TN TN
VAN KSEDMINES
flag{e0791ce681718188c0378b1c0a3bdce} [ « [ [ & [ 07 sz 0 [ B 9B =07 907 330 07 Ex 3Bl o [ 7 FE
(2] 2 [m By iy
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EXERCICIOS

 Cyber Apocalypse 2021 — Nintendo

®
F c c N UNIDADE DA FCT
®

Input
Vm
Go XV
YU
S2RHVK1jRm Rp UjJoMLlZrZH plRmRHV mSWavItul
Xdz Blla 2M xVT FSc 1d wuTl hi
Ju RX dZ ak Ir Ue  Z0c2IGWmls
1R GV @1 ER kh Zak 5rvi  JFe
b K RV kV m]  GWIRZ bXMxY2xic
Output

CHTB{3nc@dlng_n8t_3qu4l_t@ 3ncryptlen}

jornadas.fccn.pt

Base64 (Cryptography)

(Sl eESGbFdid

M yhik oV

Xxa cl
hUVEZLZVZk VIVPZFpWMU  pHVDFaV1Z  tSkdXazlXYW
R2h KWl tas 1dG Vxh Xbu ZTT vds
a3 BY W1 de v 1wV MH hj
VR Ya Fdha 3BIV mpGU 2NER kdX bl
v sZ FRiR1I5V§1 @alvyskdi  RVpWVmxKV

length: 1eas -
lines: 9 + D E . =

GhT VedavvywzZ
11teD BaV WRH
NsWl dS M1 10 W da4
twdl ¥x kWm Fj BHEFVWxWT1Z
elyy cZ FliM kY2Vmtwv2
RVPYY1VaVFRWW mF 1V mt 3V
oT TB K VYW 1NSM
1v GRT1QUTB9 v

R0 ® -
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EXERCICIOS

@
F c c N UNIDADE DA FCT
®

PRBR4C3B
BROR4CLR dd &

Beve4Col .
doodL4cod 7T

00084c/o |

00218960
80218970
00218980
00218990

002189a0
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EXERCICIOS

 Cyber Apocalypse 2021 — Passphrase (Reverse)

®
F c c N UNIDADE DA FCT
[ J

Program Trees o, L2 ™ X | |5 Usting: p
v ¥ passphrasal

&

bas T
2‘ .data
:‘ -got
[ .dynamic
3 Jini_array

L]

= —

|grl Data Type Manag... « X gx?; ?; a5 ] ""ﬁ_rxlxlh"*‘ . undefined
- — - 36 &B a5 fr Al stack chk fax ndefined
——_ t- | n i 1 andefined :
= S 4'\_\_ uncadi nad . -
v 28 Mok .
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EXERCICIOS

e RCTS_CERT CTF 2021 - Well Hello there (Pwn)

®
F c c N UNIDADE DA FCT
[ J

[:—[ ) - [~/Desktop/RCTS_CERT_CTF_2021]
/program

Hello there! What is your name?

aaaaaancaaaaaaaoaanaaananaaanaaanaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaacaaaaaaaoaanaaaaanaaanaaacaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
flag{buff3r Ov3rflow rocks}

mow edi, @Ah
call _putchar
Mo eax, @
add rsp, S58h
retn
call _Eets
mov eax, [rsp+58h+var_C]
test eax, eax
jnz short loc_11E1l
jornadas.fcen.pt POLITECNICO
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EXERCICIOS

e TMUCTF 2021 - Foreign Student (OSINT)

®
F c c N UNIDADE DA FCT
[ J

curl https://raw.githubusercontent.com/ZedZini/secretkey/main/@xEB@B6528-pub.asc gpg
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
0 (0] 0 0 (0] 0 0 0 --:--:-- --:--100 6139 100 6139 0 0 19488 0 --:--:-- --:--100 6139 100 6139
0 0 19488 O --i--i-- --i--i-- --i--1-- 19427
: key 586DD615EBOB6528: public key "Zedmondo Zaberini (Nothing to say...) <Z3dm@nd® Z4b3rln5kl 15 My R341 N4m3@zaberini.com>" imported
: Total number processed: 1
imported: 1

lexhE3larP /MEYVOVFPSxqR2Irm+shIdekP+3G9XRIZ1 rpDa+1P7807uvRG,/ 7oPR
POwGCARBeXLpM3P18irvinH3VekS0g9a /d/ 7hhyVkRtsHAvAdB0IBZI0B2 dWlWs5]
cut

Dummy-Repo
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EM RESUMO

v' Os desafios CTF podem ser usados para treino.

v A criacao de um CTF pode ser usado para demonstrar
vulnerabilidades.

v' Podem ser usadas como ferramentas de team building e de
melhoria de soft e hard skills.
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Obrigado
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